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DETAILED ACTION 

Priority 

1. Applicant's claim for benefit of foreign priority under 35 U.S. C. 1 19 (a) - (d) is 
acknowledged. 

The application is filed on 8/28/2006 but is a 371 case of PCT/JP05/03830 
application filed on 3/1/2005 and has a foreign priority application filed on 3/9/2004. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

2. Clam 35 is rejected under 35 U.S.C. 1 01 as not falling within one of the four 
statutory categories of invention. While the claim(s) recite(s) a series of steps or acts to 
be performed, a statutory "process" under 35 U.S.C. 101 must (1) be tied to particular 
machine, or (2) transform underlying subject matter (such as an article or material) to a 
different state or thing. See page 10 of In Re Bilski 88 USPQ2d 1385. The instant 
claim(s) is/are neither positively tied to a particular machine that accomplishes the 
claimed method steps nor transform underlying subject matter, and therefore do not 
qualify as a statutory process. The recited method claim(s) including steps of reading 
media information, acquiring contract information, generating a content key and reading 
the encrypted content are broad enough that the claim(s) could be completely performed 
mentally, verbally or without being tied to a machine nor is any transformation apparent. 
Any other claims not addressed are rejected by virtue of their dependency. 
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3. Claim 37 is rejected under 35 U.S.C. 101 because these claims are directed to 
" A computer program ", which is merely an example of functional descriptive material, 
(i.e. software per se), and is nonstatutory under 35 USC 101. By not limiting the 
computer program product (a) to being stored / embedded on a computer readable 
storage medium, there is a lack of the required functional and structural interrelationship 
between the software and the computer storage medium that permits the functionality of 
the software (b) to be realized / executed upon access by a processor. This ability is 
what underlies the ability to provide a practical application. Warmerdam, 33 F.3d at 
1361, 31 USPQ2d at 1760. In re Sarkar, 588 F.2d 1330, 1333, 200 USPQ 132, 137 
(CCPA 1 978). See MPEP § 21 06 (I V.B).1 (a). Examiner suggests to amend the claim, 
for example, " the computer program embedded (or stored) in a computer storage 
medium, wherein the computer program, when executed, results in the computer to 
perform steps of: ". Any other claims not addressed are rejected by virtue of their 
dependency. 

4. Claim 41 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter where " A recording medium " as recited in the 
claim may be reasonably interpreted as being not limited to computer readable storage 
medium, for example, as referred to the disclosure of the claim 40 as being intended to 
include communication media that include carrier waves which "bear" instructions as 
claimed. Such embodiments of the "manufacture" are not computer elements which 
define structural and functional interrelationships between the instructions and the rest of 
the computer that permit the functionality of the instructions to be realized / executed 
upon access by a processor. Examiner respectfully suggests an amendment of the 
claim language from "A recording medium" to " A computer readable storage medium 
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stores instructions executed upon access by a processor" for clarity purpose. Any other 
claims not addressed are rejected by virtue of their dependency. 

Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

5. Claims 1 - 5, 7, 8, 1 0 - 28 and 30 - 42 are rejected under 35 U.S.C. 1 02(b) as 
being anticipated by Sako et al. (U.S. Patent 2004/0030909) - which is more than one year 
prior to the date of application for patent in the United States filed on 3/1/2005 (371 U.S. filing 
date). 

As per claim 1, 35 and 37, Sako teaches a content playback device for 
decrypting encrypted content recorded on a recording medium and playing back the 
decrypted content, comprising: 

a read unit operable to read media information unique to the recording 
medium, from the recording medium (Sako: Figure 1 and Para [0031]); 

a judgment unit operable to acquire contract information relating to a 
contract for use of the encrypted content, and judge, based on the acquired 
contract information, whether the encrypted content is permitted to be used (Sako: 
Para [0028]); 
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a generation unit operable to generate a content key based on the read 
media information and the acquired contract information, if the encrypted content 
is judged as being permitted to be used (Sako: Para [0029]); 

a decryption unit operable to read the encrypted content from the 
recording medium, and decrypt the encrypted content using the generated 
content key (Sako: Para [0029]); and 

a playback unit operable to play back the decrypted content (Sako: Figure 
4A & 4B). 

As per claim 41 - 42 (& claim 36 & 38), Sako teaches a recording medium 

storing: 

encrypted content protected by a first protection method and protection 
method information showing the first protection method, in correspondence with 
each other (Sako: Figure 1 and Para [0031]: the first protection method uses a media 
key, for example a medium-bind-key MB_Key, assigned to the recording medium); and 

encrypted content protected by a second protection method different from 
the first protection method and protection method information showing the 
second protection method, in correspondence with each other (Sako: Para [0028] 
Line 9 - 1 1 : the data with DRM (i.e. license data) is encrypted - i.e. by a license key and 
thus the second protection method uses, e.g., a license key to encrypt the content key or 
a license key is used to decrypt the encrypted content key). 

As per claim 2, Sako teaches the media information shows a media key which is 
assigned to the recording medium (Sako: Para [0031]), the contract information shows a 
license key which is assigned to the contract (Sako: Para [0028] Line 9 - 1 1 : the data 
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with DRM (i.e. license data) is encrypted - i.e. by a license key), and the generation unit 
generates the content key based on the media key shown by the media information and 
the license key shown by the contract information (Sako: Para [0032]). 

As per claim 3 and 21, Sako teaches the contract information includes a use 
condition of the encrypted content, and the judgment unit judges whether the encrypted 
content is permitted to be used, based on the use condition included in the contract 
information (Sako: Para [0028]). 

As per claim 4 and 5, Sako teaches the recording medium stores generation 
method information in correspondence with the encrypted content, the generation 
method information showing whether the content key is to be generated using the 
license key, using the media key, or using both the license key and the media key, and 
the generation unit reads the generation method information from the recording medium, 
and generates the content key according to the read generation method information 
(Sako: Para [0032]: (a) the content key is required to be generated by both the license 
key and the media key, where the media key is MB_key and DEV_Key is part of the 
license key unique to application software installed to a personal computer) and (b) the 
hashing of both the license key and the media key, i.e. MB_key and DEV_Key 
generates the key locker key data that further generates the content key after the 
encrypted content key has been decrypted ). 



As per claim 7 and 8, Sako teaches the media information includes the media 
key which has been encrypted, and the generation unit decrypts the encrypted media 
key to obtain the media key (Sako: Figure 1 / Element 54 & 53: (a) a Medium Key Block 
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key can be derived / decrypted from a DEV_Key which is equivalent to a MKB_Key is 
encrypted by a device key DEV_Key (b) a device key DEV_Key is part of a read device 
information). 

As per claim 10, Sako teaches the recording medium stores a content identifier 
for identifying the encrypted content, and the judgment unit reads the content identifier 
from the recording medium, and acquires the contract information corresponding to the 
read content identifier (Sako: Para [001 1] and [0028]: identification data to identify the 
content and the associated license information stored with the content key and 
encrypted content). 

As per claim 11, Sako teaches a storage unit operable to store the contract 
information beforehand; and a judging unit operable to read the contract information 
from the storage unit, and judge, based on the read contract information, whether the 
encrypted content is permitted to be used (Sako: Para [0028]). 

As per claim 12, 25 and 32, Sako teaches the contract information is stored on 
another recording medium, in correspondence with the encrypted content, and the 
judgment unit acquires the contract information by reading the contract information from 
the other recording medium (Sako: Para [0063]). 

As per claim 13, 26 and 33, Sako teaches a playback device being connected, 
via a network, to a server device for delivering the contract information, wherein the 
judgment unit acquires the contract information by receiving the contract information 
from the server device (Sako: Para [0063]). 
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As per claim 14, Sako teaches the generation unit is constituted by a removable 
module (Sako: Para [0005]: a medium/disc drive (or a recording apparatus) is qualified 
as a removable module). 

As per claim 15, Sako teaches the generation unit and the judgment unit perform 
mutual authentication, the judgment unit outputs the contract information to the 
generation unit, if the judgment unit has succeeded in authenticating the generation unit, 
and the generation unit receives the contract information from the judgment unit and 
generates the content key, if the generation unit has succeeded in authenticating the 
judgment unit (Sako: Para [0005] / [0063] / [0047] and Para [0051] Line 7 - 9). 

As per claim 16 and 17, Sako teaches the generation unit stores a first module 
identifier for identifying an invalid module, acquires an identifier for identifying the 
judgment unit, compares the acquired identifier with the first module identifier, and 
refuses to receive the contract information from the judgment unit if the acquired 
identifier matches the first module identifier (Sako: Para [0063] Line 7 - 18: a history of 
usage associated each recording / reproducing apparatus (i.e. a list of IDs) is tracked by 
a DRM server to control the license usage in order to identify a valid or invalid recording 
/ reproducing apparatus / module that complies or violates the license agreement). 

As per claim 18, Sako teaches for decrypting encrypted content recorded on a 
recording medium and playing back the decrypted content, at least first-type encrypted 
content that is protected by a first protection method and second-type encrypted content 
that is protected by a second protection method different from the first protection method 
being recorded on the recording medium, and the encrypted content being any of the 
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first-type encrypted content and the second-type encrypted content, the content 
playback device comprising: a reception unit operable to receive a designation of the 
encrypted content; an acquisition unit operable to acquire protection method information 
showing one of the first and second protection methods that is used for protecting the 
encrypted content (Sako: Figure 1 & and Para [0031] and Para [0028] Line 9 - 1 1 : (a) 
the first protection method uses a media key, for example a medium-bind-key MB_Key, 
assigned to the recording medium and (b) the data with DRM (i.e. license data) is 
encrypted - i.e. by a license key and thus the second protection method uses, e.g., a 
license key); a generation unit operable to generate a content key corresponding to the 
acquired protection method information; a decryption unit operable to read the encrypted 
content from the recording medium, and decrypt the encrypted content using the 
generated content key; and a playback unit operable to play back the decrypted content 
(Sako: see claim 1 above). 

As per claim 19, Sako teaches the first protection method uses a media key 
assigned to the recording medium, and the second protection method uses a license key 
assigned to a contract for use of the encrypted content (Sako: Figure 1 & and Para 
[0031] and Para [0028] Line 9 - 1 1 : (a) the first protection method uses a media key, for 
example a medium-bind-key MB_Key, assigned to the recording medium and (b) the 
data with DRM (i.e. license data) is encrypted - i.e. by a license key and thus the second 
protection method uses, e.g., a license key), and the generation unit uses the media key 
to generate the content key if the protection method information shows the first 
protection method, and uses the license key to generate the content key if the protection 
method information shows the second protection method (Sako: Para [0032]: (a) the 
content key is required to be generated by both the license key and the media key, 
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where the media key is MB_key and DEV_Key is part of the license key unique to 
application software installed to a personal computer) and (b) the hashing of both the 
license key and the media key, i.e. MB_key and DEV_Key generates the key locker key 
data that further generates the content key after the encrypted content key has been 
decrypted). 

As per claim 20, Sako teaches the recording medium stores the protection 
method information in correspondence with the encrypted content, and the acquisition 
unit acquires the protection method information by reading the protection method 
information from the recording medium (Sako: Para [0061] Line 12-18: the protecting 
method is depending upon whether the medium key has yet been erased that is based 
on the management information such as the time period and the number of copies of 
license usage). 

As per claim 22, Sako teaches the protection method information includes a 
content identifier for identifying the encrypted content and key type information showing 
a type of the content key, and the generation unit generates the content key which 
corresponds to the encrypted content identified by the content identifier and is of the 
type shown by the key type information (Sako: Para [0061] / [0064] / [0065]: the type of 
content keys is defined by whether the medium key is still stored at the recording 
medium or the medium key need to be read from the WEB server). 

As per claim 23, Sako teaches key type information showing a type of the 
content key accompanies the encrypted content on the recording medium, the 
acquisition unit reads the key type information from the recording medium, and the 
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generation unit generates the content key of the type shown by the read key type 
information (Sako: Para [0061] / [0064] / [0065] and Para [0028]: the type of content 
keys is defined by whether the medium key is still stored at the recording medium or the 
medium key need to be read from the WEB server and this content key type information 
is depending on and related to the management information stored at the recording 
medium together with the encrypted content). 

As per claim 24, Sako teaches the key type information is multiplexed with the 
encrypted content on the recording medium, and the acquisition unit separates the key 
type information from the encrypted content (Sako: Para [0061] / [0064] / [0065] and 
Para [0028]: the content key type information is depending on and related to the 
management information stored at the recording medium together with the encrypted 
content). 

As per claim 27, Sako teaches the recording medium stores media information 
showing the media key, and the generation unit uses the media key shown by the media 
information (Sako: Figure 1 and Para [0031]). 

As per claim 28, Sako teaches the media information includes the media key 
which has been encrypted using device information unique to the content playback 
device, and the generation unit reads the device information held in the content playback 
device, and decrypts the encrypted media key using the read device information to 
obtain the media key (Sako: Figure 1 / Element 54 & 53: (a) a Medium Key Block key 
can be derived / decrypted from a DEV_Key which is equivalent to a MKB_Key is 
encrypted by a device key DEV_Key and (b) a device key DEV_Key is part of a read 
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device information). 

As per claim 30, Sako teaches the recording medium stores a content identifier 
for identifying the encrypted content, and the generation unit reads the content identifier 
from the recording medium, and uses the license key corresponding to the content 
identifier (Sako: Para [0018] and Para [0028] Line 9 - 1 1: (a) content data identifier and 
(b) the data with DRM (i.e. license data) is encrypted - i.e. by a license key and thus the 
second protection method uses, e.g., a license key). 

As per claim 31, Sako teaches storing contract information including the license 
key, beforehand; and a generating unit operable to read the contract information from 
the storage unit and generate the content key using the license key included in the read 
contract information, if the protection method information shows the second protection 
method (Sako: Para [0028] Line 9 - 1 1: the data with DRM (i.e. license data) is 
encrypted - i.e. by a license key and thus the second protection method uses, e.g., a 
license key which is also used to decrypt the encrypted content key). 

As per claim 34, Sako teaches the recording medium stores content information 
unique to the encrypted content, in correspondence with the encrypted content, and the 
generation unit generates the content key using the media key and the content 
information, if the protection method information shows the first protection method Sako: 
Para [0032]). 

As per claim 39 and 40, Sako teaches the computer program being stored on a 
computer-readable storage medium (Sako: Figure 1). 
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Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

6. Claims 6, 9 and 29 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Sako et al. (U.S. Patent 2004/0030909), in view of Peinado et al. (U.S. Patent 
6,772,340). 

As per claim 6, Sako does not disclose expressly the contract information 
includes the license key, as the content key. 

Peinado teaches the contract information includes the license key, as the content 
key (Peinado: Column 3 Line 13 - 23 / Line 53 - 54: the contract information includes 
the content key (i.e. decryption key KD) which is also the license key that encrypts the 
license term). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Peinado within the system of Sako 
because (a) Sako teaches a mechanism how to manage the DRM (Digital Rights 
Management) in a recording medium (Sako: Para [0028]) and (b) Peinado teaches an 
effective digital rights management system where the contract information includes the 
content key (i.e. decryption key KD) which is also the license key that can encrypt the 
license term (Peinado: Column 3 Line 13 - 23 / Line 53 - 54). 

Accordingly, Sako in view of Peinado teaches: 
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the content key, which has been encrypted using the media key, and if the 
generation method information shows that the content key is to be generated using both 
the license key and the media key, the generation unit decrypts the encrypted license 
key using the media key to generate the content key (Sako: Para [0029]) & (Peinado: 
Column 3 Line 13 - 23 / Line 53 - 54: the contract information includes the content key 
(i.e. decryption key KD) which is also the license key that encrypts the license term). 

As per claim 9 and 29, Sako does not disclose expressly the judgment unit reads 
the contract identifier from the recording medium, and acquires the contract information 
identified by the read contract identifier. 

Peinado teaches the judgment unit reads the contract identifier from the 
recording medium, and acquires the contract information identified by the read contract 
identifier (Peinado: Column 3 Line 22 - 23: a license signature is qualified as the 
contract identifier). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Peinado within the system of Sako 
because (a) Sako teaches a mechanism how to manage the DRM (Digital Rights 
Management) in a recording medium (Sako: Para [0028]) and (b) Peinado teaches an 
effective digital rights management system where a license signature can be served as 
the contract identifier the contract information includes the content key (i.e. decryption 
key KD) which is also the license key that can encrypt the license term (Peinado: 
Column 3 Line 13 - 23 / Line 53 - 54). 



Any inquiry concerning this communication or earlier communications from the examiner 
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should be directed to LONGBIT CHAI whose telephone number is (571)272-3788. The 
examiner can normally be reached on Monday-Friday 9:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William R. Korzuch can be reached on (571) 272-7589. The fax phone 
number for the organization where this application or proceeding is assigned is 571-273- 
8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Longbit Chai/ 

Primary Examiner, Art Unit 2431 
4/14/2009 



